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In March, the Department of Homeland Securi-
ty (DHS) banned electronics larger than smart-

phones from being carried onto aircraft leaving for 
the u.S. The ban applied to flights originating from 
10 airports in the Middle east and North Africa, 
although DHS has been considering expanding this 
ban to include flights from europe to the u.S.1 DHS 
has cited credible intelligence of a threat from explo-
sives being smuggled onto aircraft.

Many policymakers in the u.S. are wondering 
whether the so-called laptop ban is the correct solu-
tion to the newest threat to aviation security. Clas-
sified intelligence is essential to answering this 
quandary, but so are proper risk-management and 
cost–benefit frameworks. DHS must also consider 
what alternatives might be implemented to improve 
aviation security. Should DHS proceed with a laptop 
ban, it must consider how it can lessen the impact of 
a ban on travelers in the short and medium terms 
while looking for longer-term solutions that would 
allow the ban to be lifted.

The following are the top three things that DHS 
should consider when making policy in this area:

Consider the Cost–Benefit Risk Analysis. Any 
policies or combinations of policies that the u.S. 
adopts should be driven by a careful assessment of 

risk, how well the proposed policies will address 
that risk, and at what cost.2 Policies that improve our 
security slightly but at immense cost should not be 
adopted.

In the past, u.S. policymakers have ignored 
such analysis, and the result has been policies that 
are difficult or impossible to implement. For exam-
ple, the 9/11 Commission Act of 2007 required for-
eign seaports to scan and image 100 percent of the 
cargo entering the u.S.—despite the fact that the 
technology, infrastructure, and funding to do so did 
not (and still do not) exist and that it would cripple 
global trade. Given such difficulties, DHS still does 
not require all cargo to be scanned and imaged at 
foreign ports; instead, it images and scans high-risk 
cargo (about 5 percent) while scanning nearly all 
cargo only at radiation portals set up at u.S. ports.3

Although new mandates and bans may provide 
some security, the cost of implementation and its 
effect on legitimate trade and travel must be consid-
ered. If the benefit of such a policy—i.e., a significant 
reduction in serious risk to the u.S.—is greater than 
the cost, then that policy should be considered a via-
ble solution.

Seek Out Alternatives. Without knowing the 
specifics of the DHS intelligence, it is impossible 
to determine precisely what types of security are 
needed. That said, the problem at hand is the smug-
gling of explosives onto aircraft by disguising them 
in large electronic devices. One obvious alternative 
is to expand the ban, excluding large devices from 
planes entirely or applying the ban to all parts of the 
world, as this would increase security. However, the 
costs to travelers would be much larger than the lim-
ited ban on bringing electronics into the cabin.

This paper, in its entirety, can be found at 
http://report.heritage.org/ib4711

The Heritage Foundation
214 Massachusetts Avenue, NE
Washington, DC 20002
(202) 546-4400 | heritage.org

Nothing written here is to be construed as necessarily reflecting the views 
of The Heritage Foundation or as an attempt to aid or hinder the passage 
of any bill before Congress.

http://www.heritage.org


2

ISSUE BRIEF | NO. 4711
JuNe 1, 2017  

On the other hand, there are options that do 
not involve a ban on devices but attempt instead to 
reduce risk and improve security in other ways. To 
better detect bombs, the u.S. could look to deploy 
additional bomb-detection capabilities. Bomb-sniff-
ing dogs are exceptionally valuable because of their 
ability to detect explosives in a variety of situations 
and to do so more quickly than is possible with most 
of the bomb-detection technologies that are cur-
rently available. It takes a significant amount of time, 
however, to train a dog before it is ready to serve, 
which makes this a mid-term to long-term solution.4

until more dogs could be brought online, either 
animals would have to be borrowed from other law 
enforcement tasks or airport security would have 
to rely on bomb-detection equipment. While slower 
than dogs, many bomb-detection devices that have 
been developed by the private sector can be deployed 
quickly. The number of dogs or devices needed 
would depend on the number of terminals or gates 
to be serviced and u.S. cost–benefit analysis and risk 
tolerance.

Beyond bomb detection, the u.S. could push for 
different security checkpoint procedures or poli-
cies. Screened u.S. trusted travelers could be gen-
erally exempted from extra explosives detection in 
order to lessen the cost and time of such efforts. Such 
a change could expand trusted-traveler enrollment, 
benefiting security and efficiency elsewhere in the 
travelling process, including the TSA PreCheck line 
and the Global entry kiosk when entering the u.S. 
from abroad. expanding the benefits of and enroll-
ment in such programs would also require the u.S. 

to ensure that trusted travelers are subject to proper 
and recurrent vetting in order to make sure that they 
remain a lower-risk population.

In general, the u.S. could require more scrutiny at 
security checkpoints for individuals with electronics. 
Reportedly, the TSA is already looking at screening 
changes within the u.S. (e.g., requiring that all elec-
tronics larger than a cell phone be placed separately 
in bins).5 Specific lanes could be set aside for indi-
viduals with such electronics, or there could be extra 
checks at the gate of an aircraft heading to the u.S. 
Individuals bringing their devices on board could also 
be required to turn on the devices, as placing a bomb 
inside the device often renders the device inoperable.

All of these solutions would cost more money and 
would likely slow down the security process, but they 
would likely cost less than a ban. Only DHS can run 
each of these alternatives through the cost–benefit 
framework described above to determine how well 
each solution would mitigate the threat and whether 
it would be worth the cost.

Mitigate Harmful Side Effects and Pursue 
Long-Term Solutions. Whatever solution or set 
of solutions is chosen, there will be side effects and 
costs. DHS should work to lessen these costs wher-
ever possible. For example, if a ban is implemented, 
credentialed members of DHS trusted-traveler pro-
grams might be allowed to travel with their devices. 
If the cost of bomb-detection equipment is too high 
to apply to everyone passing through security check-
points at airports, such equipment could be limited 
to specific terminals, checkpoints, or gates where 
u.S.-bound flights are located.
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Furthermore, whatever solutions are used, the 
u.S. should look for long-term solutions that pro-
vide security at a reasonable cost with minimal 
impact on legitimate travel. DHS should be seeking 
the most effective solution, whether it is bomb-sniff-
ing dogs; the development of new bomb-detection, 
anti-tamper, or X-ray technologies; or something yet 
unconsidered.

The Ceaseless Search for Security
Few of the numerous risks that the u.S. faces can 

be completely eliminated, and many will change over 
time. Such is the case with explosives being smug-
gled aboard an aircraft. DHS must remain vigilant 
to head off emerging threats but must do so in a way 
that protects legitimate trade and travel. By using 
cost–benefit and risk analysis, seeking alternative 
solutions, and minimizing short-term and long-term 
side effects, DHS can advance both u.S. security and 
economic vitality.
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