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On March 26, President Donald Trump issued an 
executive order (EO) on the threat to the coun-

try from an electromagnetic pulse. The EO, titled 
“Coordinating National Resilience to Electromagnetic 
Pulse,” correctly explains that

[a]n electromagnetic pulse (EMP) has the poten-
tial to disrupt, degrade, and damage technology 
and critical infrastructure systems. Human-made 
or naturally occurring EMPs can affect large geo-
graphic areas, disrupting elements critical to the 
Nation’s security and economic prosperity, and 
could adversely affect global commerce and stability. 
The Federal Government must foster sustainable, 
efficient, and cost-effective approaches to improv-
ing the Nation’s resilience to the effects of EMPs.1

While some downplay the EMP threat and ques-
tion the need for this EO,2 the White House was 
right to issue it, and should be commended for doing 
so. The Obama administration had issued an EO on 
EMPs,3 but it focused only on developing a response 
to space weather, not to human-made EMPs.

Besides exerting important leadership on the EMP 
issue, this EO will help determine the United States’ 
level of vulnerability to, and bolster resilience against, 

a human-made EMP or a naturally occurring geomag-
netic disturbance (GMD), protecting the american 
public from avoidable catastrophe.4

The EMP Threat
according to the October 2018 Department of 

Homeland Security’s Strategy for Protecting and 
Preparing the Homeland Against Threats of Electro-
magnetic Pulse and Geomagnetic Disturbances, “[an 
EMP or GMD] could damage significant portions 
of the Nation’s critical infrastructure, including 
the electrical grid, communications equipment, 
water and wastewater systems, and transportation 
modes.”5 This means no heating or cooling, no light, 
no water—and, in a matter of days, no access to food 
or medications, for millions of people.

The report continues: “The impacts [of an EMP] 
are likely to cascade, initially compromising one or 
more critical infrastructure sectors, spilling over into 
additional sectors, and expanding beyond the initial 
geographic regions.”6 Such an event would have a signifi-
cant impact on the private sector, which has ownership 
over a vast majority of america’s critical infrastructure.

Beyond critical infrastructure, the potentially 
devastating effects of an EMP could also directly 
or indirectly permeate the national security estab-
lishment, including the military and intelligence 
community, undermining their ability to respond to 
the National Command authority and provide for the 
country’s security.7

an EMP attack would most likely come from an 
enemy detonating a nuclear weapon high above the 
United States—delivered by a long-range missile.

Russia and China, with their robust nuclear 
and long-range missile arsenals, clearly have the 
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capability to attack the United States through an EMP, 
and North Korea claims to have the ability.

Though Iran is not believed to have an EMP capa-
bility yet, its previous work on nuclear weapons and 
ongoing development of long-range ballistic missiles 
is of deep concern to U.S. policymakers.

an EMP capability could be an important asym-
metric weapon in the hands of adversaries such as 
North Korea and Iran, but also in the hands of ter-
rorist groups around the world.

It is not only nuclear weapons that can create an 
EMP. an EMP can also come from radio-frequency 
(RF) weapons, though their range of effectiveness is 
smaller than that of a high-altitude EMP (HEMP) 
exploded above the Earth’s surface.8

While other issues, such as political relations, must be 
considered alongside nuclear, missile, or other military 
capabilities in assessing any threat scenario, there is 
little question that a HEMP over the United States would 
likely have a devastating effect on life and property.

While hostility plays a role in the military use of an 
EMP, it does not apply to naturally occurring GMDs, 
which may severely disturb the Earth’s magnetic field, 
causing damage to aerial infrastructure (such as sat-
ellites), maritime infrastructure (such as undersea 
cables), and terrestrial infrastructure (such as the 
electric grid).9

Either an EMP or GMD, though a low probability, 
would be a high-consequence event that would have 
potentially severe repercussions on human health, 
security, and life. With little expected warning time 
for a military or solar EMP, there is clearly a need to 
address this challenge.

The Executive Order
The threat posed by EMPs is the reason why it 

is appropriate for the President to issue this execu-
tive order.10 The EO calls for a whole-of-government 
approach to prevent, mitigate, and recover from the 
effects of a military or solar EMP based on a better 
understanding of the risk.

The EO specifically calls for identifying critical 
functions and infrastructure at risk, improving the 
understanding of EMP effects, evaluating approaches 
to mitigating EMP effects, strengthening existing 
infrastructure to withstand EMPs, and improving 
the response to EMPs.11

The EO also calls for the sharing of EMP infor-
mation among the necessary public and private 
stakeholders that will lead to the “development 
and implementation of best practices, regulations 
and appropriate guidance.”12 Information sharing 
will be critical to preparing for, and responding to, 
an EMP.
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Supported by the Secretaries of State, Defense, 
Energy, Homeland Security, the Interior, and Com-
merce, and by the Director of National Intelligence, 
and others, the National Security advisor will be 
responsible for tracking the progress of this EO and 
reporting its status to the President annually.13

In order to ensure effective implementation of the 
EO, Congress should:

 n Conduct rigorous oversight. as the EO process 
begins, congressional committees should hold 
hearings as soon as practicable on the risks of, 
vulnerability to, and state of preparedness for an 
EMP. additional hearings should be held once the 
National Security advisor has submitted his first 
annual report to the President to assess its findings. 
Congress should also call for the release of a public, 
unclassified version of the report to the President 
for the benefit and knowledge of the american 
public.

 n Ensure public–private engagement. Consider-
ing the operation and ownership of the country’s 
critical infrastructure, this EO process must not 
evolve into a largely executive branch or govern-
ment exercise. Instead, this EO process must look 
to more fully develop a public–private partnership 
on this issue, opening critical channels of com-
munications and information flows. Congress can 
ensure this is happening through hearings, round-
tables, and staff briefings with principle public and 
private stakeholders.

The executive branch should:

 n Designate the Department of Homeland Secu-
rity as the executive agency for EMP policy and 
planning. Responsibility for EMP policy and plan-
ning currently spans numerous U.S. government 

departments and agencies. For enduring leadership 
and continuity purposes, and given the depart-
ment’s ties to federal, state, local, and international 
policymakers as well as critical-infrastructure lead-
ers in the private sector, the White House should 
designate the Department of Homeland Security 
as the lead agency within the executive branch that 
is responsible for EMP policy and planning once the 
initial set of reports and recommendations have 
been approved by the President.

 n Continue to identify roles, responsibilities, 
authorities, and resources. There have long 
been concerns about the public and private roles, 
responsibilities, authorities, and resources for pre-
venting, planning for, and responding to an EMP.14 
The executive branch, with strong congressional 
and private-sector input and involvement, must 
address this concern comprehensively if the U.S. 
is to improve the public and private sectors’ readi-
ness to protect the american people from an EMP.

Conclusion
Through this EO, the Trump administration has 

taken on a critical leadership role in energizing the 
public and private sector to better understand, con-
sider, and respond to both human-made and naturally 
occurring EMPs. This is an important first step, and 
the White House should be commended for taking it.

Though an EMP is a low-probability event, unlikely 
events can prove to be catastrophic at a number of dif-
ferent levels. It is unquestionably best to be prepared. 
This EO begins the work of moving in that direction.
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