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KEY TAKEAWAYS

Conducting comprehensive election
audits should be a routine practice in
every state just as such audits are a rou-
tine practice in the business world.

Generally Accepted Election Standards

and Generally Accepted Election Auditing
Principles must be developed for election
administration investigation and analysis.

Such audits would determine whether
the election was administered honestly,
accurately, and fairly in compliance with
all applicable laws and regulations.

n-depth financial and accounting audits are a

standard practice (and legal requirement) for all

publicly traded companies and most privately
held businesses, for nonprofits from schools to
churches to other charities, and for financial institu-
tions themselves. Audits are a way of life in America
for entities and enterprises, large and small.

Yet audits of election agencies and election pro-
cedures and systems are almost nonexistent in our
public elections except for very limited audits in
limited instances. The very concept of comprehen-
sive election audits has been met with criticism and
unjustified opposition by some election officials—
and even the current U.S. Department of Justice.
For the same reasons that auditing is a ubiquitous
requirement in the business world at large, so
should audits be a customary requirement in the
election world.
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All federal, state, and local elections should be thoroughly audited
after every election, and auditors should adopt standards and follow best
practices that provide all stakeholders—candidates, election and other gov-
ernment officials, political parties, the media, and voters—with confirmation
and confidence that:

The election was administered honestly, accurately, and fairly in full
compliance with all applicable laws and regulations;

e Onlyeligible U.S. citizens participated in the election and only individ-
uals duly registered under state law were allowed to vote;

e No fraud, errors, or omissions occurred and, if they did occur, they
have been identified and steps have been taken to rectify them;

e All election and voting equipment and computers functioned properly
as designed to correctly tabulate and report the results without any
unauthorized interference or tampering; and

e Allresults have been verified and reconciled, i.e., the number of ballots
cast match the number of voters who participated in the election, all
ballots are accounted for, and reports from election officials reflect the
correct numbers.

Auditing Standards for Elections

Business audits are conducted according to Generally Accepted Auditing
Standards (GAAS) that are “systematic guidelines used by auditors when
conducting audits on companies’ financial records.” They “ensure the accu-
racy, consistency, and verifiability of auditors’ actions and reports.”? GAAS
were created by the Auditing Standards Board of the American Institute of
Certified Public Accountants.?

GAAS Standards. There are 10 standards for business audits that, with
only slight modification, could provide a guideline for establishing the stan-
dards for election audits. Under GAAS for business audits, the auditor must:

1. Have adequate technical training and proficiency;

2. Maintain his or her independence in all aspects of the audit;
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3. Exercise due professional care and judgment;
4. Adequately plan the work and properly supervise all subordinates;

5. Obtain a sufficient understanding of the entity and its environment
(including its internal controls) to assess the risk of material mis-
statement of financial statements due to error or fraud and design the
nature, timing, and extent of further audit procedures;

6. Obtain sufficient audit evidence to afford a reasonable basis for an
opinion about the financial statements being audited;

7. State in the audit report whether it was conducted in accordance with
generally accepted accounting principles;

8. Report on those circumstances in which such principles were
not followed;

9. State in the auditing report whether the information disclosures in the
financial statement are not reasonably adequate; and

10. Express an opinion in the auditing report over the financial state-
ments, taken as a whole, or explain why an opinion cannot be given.*
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No such GAAS-type standards have been created for post-election audits.

GAES Standards. However, using GAAS as a baseline, the Generally
Accepted Election Standards (GAES) for election auditors could be that
such auditors must:

1. Have adequate technical training and proficiency to be familiar
with all aspects of the voter registration and election process
in the state;

2. Maintain their independence in all aspects of the audit;

3. Exercise due professional care and judgment;

4. Adequately plan the work and properly supervise all subordinates and
individuals who are members of the auditing team;
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5. Have a sufficient understanding of the election office being audited
and its environment (including its internal controls and procedures)
to assess the risk of material problems in its administration due to
error or fraud and design the nature, timing, and extent of further
audit procedures needed to investigate such problems;

6. Obtain sufficient audit evidence to afford a reasonable basis for an
opinion about the accuracy of the election process;

7. State in the audit report whether the audit and the election were
conducted in accordance with all state and federal legal requirements
and auditing procedures established by the state;

8. Report on those circumstances in which such requirements were
not followed;

9. Statein the auditing report whether the information disclosures in the
audit are not reasonably adequate to provide an opinion on the accu-
racy of the election or any aspects of the auditing review; and

10. Express an opinion in the auditing report over the voter registration,
voting, tabulation, and reporting system as a whole, or explain why an
opinion cannot be given.

The Extent of an Audit

There is also general confusion and disagreement regarding what should
be done in a post-election audit. The U.S. Election Assistance Commission
(EACQ), the federal agency created by the Help America Vote Act in 2002
to “serve as anational clearinghouse and resource” for information on the
administration of elections,® says that post-election audits “are conducted
to ensure that election voting tabulators are operating accurately and com-
plying with regulations.”® The EAC has provided grants in the past to states
to conduct audits.”

However, all that amounts to is a hand recount of ballots and a check of
the accuracy of voting machines scanners and tabulators to ensure that the
total number of ballots in the hand recount matches the machine count
from Election Day. Of course, as the expression goes, “garbage in, garbage
out.” If ballots cast by ineligible voters or fraudsters are fed into a scanner
or tabulator, a properly functioning machine would still count that ballot,
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even though a proper audit would reveal that the ballot should never have
been fed into the machine in the first place.

A post-election tabulation audit or recount that merely determines
whether a scanner or tabulator accurately counted the ballots that were
fed into it is not the only type of audit that should be conducted, although
such checks are “the most prevalent...and just about the only audits called
for by statute” under state election laws.® As the CalTech/MIT Voting Tech-
nology Project points out, such vote tabulation audits “have been occurring
in the United States ever since California mandated post-election audits
in the 1960s.”

According to the National Conference of State Legislatures, 32 states and
the District of Columbia mandate such limited post-election audits, which

“require that a fixed percent of ballots, voting districts, or voting machines be
audited” by hand counting the ballots.'’ A risk-limiting audit has the same
goal but uses “statistics to determine the number of ballots to be reviewed
based on how close the race was.”" The assumption is that if the hand count
matches the machine count in whatever percentage of precincts are audited,
then all of the votes were correctly tabulated. Risk-limited audits based on
statistics are no substitute for the type of actual audit that jurisdictions
should employ for all elections.

There are some jurisdictions where “ballot images, rather than the bal-
lots themselves, are used for auditing.” These images are created when the
paper ballots are scanned at the polling place. Instead of hand counting the
actual ballots, this allows “the use of independent software, not connected
to the voting system, to retabulate” the votes cast in the election.'”

The problem with such a limited audit is demonstrated by a simple exam-
ple based on proven cases of fraud listed in the Heritage Election Fraud
Database, such as individuals who illegally register and vote in two different
states.” If 1,000 votes are cast in a local election and the winning candidate
wins the election with 501 votes to his opponent’s 449 votes, a hand recount
may confirm that the voting scanners and equipment correctly tabulated
the 1,000 votes cast in that race—but it will not confirm whether the 1,000
votes were cast by eligible voters.

Only an audit that includes checking the procedures used by election
officials prior to the election to verify the accuracy of the voter registration
list itself to find voters who should not be registered because they actually
reside in another state will prevent that from occurring. In such a close elec-
tion—and we constantly have close elections in this country—only a small
number of voters engaging in such illegal behavior could make a difference
in the outcome of the election.
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Forensic and Other Audits

The term “forensic audit” has also been used frequently since the 2020
presidential election as a means of verifying or refuting the issues raised in
connection with that election, but again, that is a relatively new term in the
election area. It seems to have different meanings to different election offi-
cials, academics, citizens, and other interested parties. It has been defined
as “the use of statistical methods to determine whether the results of an
election accurately reflect the intentions of the electors,” but:

[it] may also—or instead—focus on suggesting why election returns are as
they are, pointing out anomalies, revealing possible fraudulent manipulations
or intimidations, explaining outcomes as due to routine strategic behavior or
identifying areas that should be investigated further using more richly in-
formed hands-on methods.™

Other types of election audits that are now being discussed are simply
examinations of only certain parts of our voter registration and voting
system. They include:

¢ Equipment audits that ensure voting and tabulation equipment
and software conforms to the voluntary performance standards
established by the U.S. Election Assistance Commission' and the
mandatory standards established by some states;'¢

¢ Process or procedure audits that verify whether administrative
procedures were followed such as the procedure for a registered voter
to check in at a polling place before being given a ballot; and

¢ Legal compliance audits that examine whether applicable federal
and state election laws were complied with by election officials and
election staff in polling places and other voting and tabulation centers.

However, none of these audits conducted in isolation provides the type
of complete information needed to confirm that the entire voter registra-
tion, voting, tabulation, and reporting system worked as it was designed and
intended: providing a transparent, fully observable process that complies with
applicable law in which only eligible citizens have the ability to register, vote
in the election, and have their votes correctly tabulated and reported without
their ballots being voided or negated by fraud, errors, or other problems.
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The type of audit that is needed in the election arena is one that combines
all of the different types of partial audits into a complete analysis of the
entire registration and voting system. As pointed out by the CalTech Voting
Technology Project, “it is important for states and localities to engage in
comprehensive programs of auditing and quality assurance for every aspect
of election management.”"”

What Should Be Reviewed and Audited

Election audits should accomplish two objectives:

The first is to ensure that the election was properly conducted, that election
technologies performed as expected, and that the correct winners were de-
clared. The second is to convince the public of the first thing. Convincing the
public that the election was properly conducted and that the correct winners
were declared is a core activity of establishing legitimacy in a democracy.'

Convincing the public that the election was properly conducted is espe-
ciallyimportant given that polling shows that faith in the election system is
at adangerous low point. Only 20 percent of Americans are “very confident”
in the integrity of our elections, while another 39 percent are “somewhat
confident.” This means that less than half of the public has confidence in
the integrity of the election process."

These two objectives cannot be achieved with partial, piecemeal, or
limited audits. Instead, accomplishing those objectives requires a compre-
hensive election audit that investigates and reviews all of the procedures
and actions applied and taken in the election.

Mechanical Failure: New Hampshire. It seems obvious that an audit
report that finds errors and mistakes should not simply be ignored; state
law should mandate that it be used by election officials to correct those
problems to ensure they do not happen in future elections. A good example
of that is the audit that was conducted in Wyndham, New Hampshire, in
2021 after a hand recount of the election for the Rockingham County Dis-
trict state representative seat showed a discrepancy of 499 votes from the
machine tabulation on Election Day.?°

The audit found that the discrepancy was caused by a folding machine
leased by the town to fold absentee ballots for insertion into envelopes being
sent to voters. Instead of folding the ballots along the lines between the
names of candidates as it was supposed to, it folded many of the ballots
through the candidates’ names. The computer scanners that were reading
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the completed ballots when they were sent back by the voters mistakenly
read the folds “as marked ovals” or votes for that candidate.*

Folds through the candidates’ names were also sometime interpreted as
an “overvote” when the scanner detected the filled in oval next to the name
of another candidate on the same ballot in the same race, voiding the vote
in that race entirely. The actual ballot count did not change the outcome
of the election, but without the audit, election officials in Wyndham would
have had no idea that their voting equipment was malfunctioning. Unless it
was corrected, that malfunction could have made the difference in a future
election. It was only because of the audit that the problem was discovered.

Intentional Misconduct. State law should mandate that an audit
report that finds intentional misconduct must be referred to the appro-
priate local, state, or federal law enforcement agency to investigate and
prosecute any such misconduct that violates election laws, such as findings
that voters were registered in more than one state and voted illegally in
both states. State law should further require that local election officials
provide law enforcement with all voter and election files relevant to such
intentional misconduct.

Comprehensive Audits. As noted, the seventh GAAS for business
auditors is that they state whether the audit was conducted in accordance
with “generally accepted accounting principles” for the review of financial
statements. The equivalent of such “accounting principles” for the review of
election procedures in a comprehensive election audit, Generally Accepted
Election Auditing Principles, could include investigating, reviewing, and
determining whether:

1. Election officials complied with all state and federal laws and regula-
tions governing the registration and election process.

2. Voter registration list maintenance actions were taken prior to the
election to ensure only eligible individuals were registered to vote,
including verifying that registrants were:

a. Citizens;
b. Legal residents of the precinct where they voted, living in
an actual residence, and not registered and voting in another loca-

tion in the state or any other state;

C. Not deceased;
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d. The minimum age required to vote;

e. Not disqualified due to criminal convictions or other
disqualifications;

f. Qualified under all other state law requirements for legal

registration; and

g. Were removed from the registration list prior to the
election if they were not eligible.

. The data sources used for voter registration list maintenance actions

were sufficient to provide confirmation that those on the voter regis-
tration list were eligible to vote, that any problems uncovered were
resolved, and that ineligible individuals were removed from the list
and did not cast votes in the elections.

. Hand recounts of ballots agreed with the machine counts made on

Election Day.

. The number of total ballots cast equals the number of individuals that

registration records show cast ballots in the election.

. The number of ballots cast in each precinct equals the number of

individuals who registration records show as having cast ballots in
that precinct.

. The ballot totals from the precincts match the results published by the

election office and any anomalies have been investigated.

. The processing of absentee ballots was done in strict accordance with

all applicable state laws and regulations, including any requirements
for identification documentation, witness signatures or notarization,
voter signature comparison, and receipt of completed absentee ballots
prior to the state law deadline.

. The chain of custody rules and regulations for all ballots, voting

equipment, and drop boxes were followed by election officials and
documented to confirm compliance.

JUNE 15,2022 |9
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10.The voting equipment and tabulation/vote counting machines and
systems were subjected to logic and accuracy testing prior to Election
Day and the start of any early voting period, as well as immediately
after the election, and were not connected to the Internet at any time
during the voting or tabulation period.

11. No unauthorized or unapproved software was added to any voting
equipment prior to, or after, the election and there is full and complete
documentation of all authorized changes made, including identifica-
tion and contact information for the individuals making those changes.

12. Computer system logs show no malware, unexplained changes, or other
problems in the voting and tabulation equipment and all such equip-
ment and software was certified for use in the state under applicable
certification processes. There are independent laboratories?® accredited
by the U.S. Election Assistance Commission that provide inspection
and assessment services of voting equipment that has been certified
under the voluntary federal voting system standards established by the
EAC that could be used by audit teams, as well as a Quality Monitoring
Program established by the EAC to cover certified voting equipment.?®

13. Observers authorized by state law were given full and meaningful
access to observe in-person voting in polling locations on Election
Day and during early voting, the processing of absentee ballots, the
operation of all tabulation systems and other voting equipment, and
the fulfillment of all legal requirements such as signature-matching
on absentee ballots, as well as the processing of voter registration and
absentee ballot applications prior to Election Day.

14.All complaints by voters, observers, and election officials were inves-
tigated, documented, and properly resolved and disciplinary action
was taken against any election officials engaging in misbehavior or
unlawful actions.

15. All disputed, challenged, rejected, and cured ballots were investigated,
documented, and properly resolved in compliance with applica-
ble state law.

16. All provisional ballots cast by voters were investigated, documented,
and properly resolved in compliance with both federal law** and
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applicable state law and legal requirements were not waived by elec-
tion officials to circumvent the state’s voter registration deadline.

17. All contracts with third-party vendors are made available to the public
and were reviewed to verify their compliance with state law and equal
treatment of all voters.

18. A financial audit® confirms that all election office appropriations,
grants, and disbursements were properly spent on activities related to
registration, voting, and administration in the year prior to the date of
the general election.?

Who Should Be Audited

Clearly, the best course of action would be for every county election
jurisdiction (or townships in states like New Hampshire, where elections
are conducted by towns) to be audited after every election. However, such
a procedure may be impossible in some larger states due to the cost, lack
of resources, and lack of experienced personnel.

One potential solution to this problem would be to audit every election
jurisdiction in a state on arandom, rotating basis that is not announced until
after the election. That rotation system should ensure that every election juris-
diction is audited at least once every five years and that no election jurisdiction
believes that just because it was audited, it will not be audited again for five
years. Arotating audit system based on a three-year cycle would, of course, be
better, but again that will depend on the size of the state, the number of election
jurisdictions, and the resources and personnel available to conduct such audits.

When it comes to voter registrations and ballots cast in an election,
auditors could choose to audit a statistically significant random sample
of registration and ballots cast in each precinct within an election juris-
diction or they might opt to audit all registrations and ballots cast within
arandomly selected number of precincts within an election jurisdiction.

Who Should Conduct Audits

Corporate audits are conducted by independent, outside experts to avoid
having corporate personnel cover up mistakes, errors, intentional miscon-
duct, and other problems. Individuals within the corporations being audited
obviously have a non-waivable conflict of interest that prevents them from
serving as independent auditors.
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The same rule should apply to election audits because the same conflict
of interest exists. Local election officials who may be embarrassed or lose
their jobs if mistakes and problems are detected that were caused by their
mismanagement of the voter registration and voting system, as well as the
equipment they chose to use, should not be the individuals conducting an
audit of how they or the equipment they selected performed in the election.

The problem is that while there are numerous accounting firms that are
qualified to conduct business audits, there are currently almost no experienced
entities with the requisite knowledge of election law and experience in election
administration to competently conduct a comprehensive election audit. Creating
amandatory system for conducting election audits nationwide will likely give
rise to anew market for skilled, experienced, and independent election auditors.

Until that happens, audits should be conducted by teams consisting
of local election officials from different jurisdictions than the one being
audited. State election officials, state auditors or inspectors general, and
experienced outside experts should be utilized, and those efforts should
be coordinated by the secretary of state or a state election board with final
authority over elections in the state.?”

Designated state legislators on a bipartisan basis could also be part of
such teams—but only as observers—to be able to report back to their legis-
latures about the conduct and findings of the audit. A representative of the
U.S. Election Assistance Commission could also be allowed in as an observer.
Permitting bipartisan groups of legislators or EAC officials to serve as
observers need not be a mandatory requirement, but it might be helpful.

Local election officials in the jurisdiction being audited should, of course,
participate in the audit, but only to the extent needed to explain their proce-
dures to the members of the audit team, provide any information, materials,
or background needed, and answer any questions. They should have no
participation in the analysis or preparation of the audit team’s report.

Any state law that is passed to implement the auditing process should
include a provision requiring that local election officials cooperate with, and
provide all records sought by, the auditing team. The chief election official
or agency of the state, whether it is a secretary of state or a state election
board, should have the authority to impose administrative fines on an election
official who refuses to comply with this requirement—as well as the power to
terminate such election official for cause. States should also consider criminal
penalties for election officials who willfully refuse to cooperate with an audit.

Third-Party Cooperation. This cooperation mandate should also apply
to all third-party contractors that provide equipment or services to election
officials, and all contracts entered into with such contractors should include a
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provision requiring such cooperation—with the imposition of liquidated damages
for each day that a contractor refuses to provide information or documentation
sought by the audit team. Such a provision might have prevented the problem
that arose when Maricopa County election officials and the county’s voting
equipment supplier, Dominion Voting Systems, refused to cooperate with the
audit implemented by the state senate in Arizona after the 2020 election.

As state Arizona Senate President Karen Fann said at the time, “the non-
compliance by the County and Dominion continues to delay the results and
breeds distrust.”?® States need to implement audit enforcement provisions
to prevent such misbehavior, including a requirement that any voting equip-
ment and software company seeking to have its products certified for use
in a state agree, as part of that certification process, to cooperate fully with
any audits or lose their accreditation in the state.

Observers. Every aspect of an audit—just like every aspect of the election
process—should allow observers from the political parties and candidates
to monitor the auditors and the entire auditing process. Transparency is
fundamental to achieving the second objective of an audit—convincing the
public that the election was fairly, effectively, and honestly conducted.

Legal Issues

One issue that should not deter the implementation of comprehensive
auditing standards and procedures by state governments is a threat by the
U.S. Department of Justice—which has no jurisdiction over such issues
despite its erroneous claims to the contrary.

Department of Justice (DOJ) Threats. On May 5, 2021, Pamela S.
Karlan, the Principal Deputy Assistant Attorney General of the Civil Rights
Division of the Justice Department (a political appointee), sent a letter to
Arizona Senator Fann warning her that the audit being conducted of the
2020 election in Maricopa County potentially violated the federal law
requiring preservation of election records or could be considered “intim-
idation” of voters under Section 11(b) of the Voting Rights Act, the latter
being a criminal offense.?® This was followed by a “guidance” document
published on July 28, 2021, that made the same false assertions.*

As the Public Interest Legal Foundation (PILF),* which is staffed with
former Justice Department lawyers, correctly concluded in a published
response, the DOJ’s letter and guidance overstated the Justice Department’s
power and understated the state’s authority over its election. They were
written, in PILF’s views, by “an ideological extremist with a long history of
partisan enforcement of civil rights laws as well as rank scholarly dishonesty.”*
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According to PILF, the Justice Department’s position rested “on tenuous
legal grounds” and was designed to deter Arizona from auditing the election
rather than “provide a sober description of federal power”3® simply because
the political appointees within the Biden Justice Department did not want
any questions raised about the legitimacy of the 2020 election.

Conducting an audit that examines existing election records does not
violate the federal law requiring preservation of such records, contrary to
the assertions of the Justice Department, which “exaggerated the reach
of” the statute.?* Audits do not destroy records, they simply examine and
review the existing records.

Audits and the Voting Rights Act. Furthermore, contrary to the DOJ’s
claims, Section 11(b) of the Voting Rights Act is also not implicated by an
audit.®® Section 11(b) prohibits directly intimidating or threatening an
individual for “voting or attempting to vote.” It requires “real, objective
intimidation, not imaginary or attenuated intimidation.”*®* When an audit
is conducted after the election, it is an “absurd and implausible interpreta-
tion of Section 11(b)” to claim that conducting an audit or a recount could
possibly “intimidate” or “threaten” voters who have already voted.

Prior to the issuance of this dishonest guidance, the Justice Department
had never asserted that it had any authority of any kind over, or had ever
investigated, the recount, recanvas, or audit of a prior election. State officials
should disregard this guidance and recognize it for what it is: the partisan
abuse of the Justice Department’s law enforcement authority under federal
voting rights laws for political purposes.

Conclusion

Conducting audits of U.S. elections should be a routine practice, the same
way they are a routine practice in the business community and other fields
of our society. Such audits are necessary to ensure the proper conduct of
the entire election system, from the registration of eligible voters to the
casting of ballots to the tabulation and reporting of the election results.
Such arequirement should be imposed and enforced by state law and state
officials to guarantee not only the honesty and effectiveness of the election
process, but to assure the public, candidates, political parties, and the media
that they can be confident in the security and integrity of our elections.

Hans A. von Spakovsky is Manager for the Election Law Reform Initiative and Senior
Legal Fellow in the Edwin J. Meese Il Center for Legal and Judicial Studies at The
Heritage Foundation. He is a former county election official in two different states.
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