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The Durham Investigation: A Primer
Steven Groves and Zack Smith

The Durham investigation indicates 
a coordinated effort by the Clinton 
campaign to disseminate false alle-
gations against Donald Trump to win 
the 2016 election.

KEY TAKEAWAYS

Indictments filed by Durham show that 
the “Steele Dossier” and “Alfa-Bank” alle-
gations of a conspiracy between Trump 
and the Kremlin were entirely concocted.

The actions alleged in these indictments 
should be condemned so that they are 
never repeated by any political cam-
paign in the future.

In May 2019, then-Attorney General William 
Barr assigned federal prosecutor John Durham 
to investigate the origins of the Federal Bureau 

of Investigation’s (FBI’s) 2016 investigation into 
alleged collusion between the presidential campaign 
of Donald Trump and Russia, an investigation given 
the code name “Crossfire Hurricane.”1 For the pur-
pose of protecting the investigation and providing 
additional independence to Durham, in October 
2020, Barr formally appointed Durham as a special 
counsel charged to

investigate whether any federal official, employee, or 

any other person or entity violated the law in con-

nection with the intelligence, counter-intelligence, 

or law-enforcement activities directed at the 2016 

presidential campaigns, individuals associated with 

those campaigns, and individuals associated with the 
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administration of President Donald J. Trump, including but not limited to Cross-

fire Hurricane and the investigation of Special Counsel Robert S. Mueller, III.2

Key Takeaways from the Durham Investigation

While the general contours of Hillary for America’s opposition research 
efforts during the 2016 election period have been reported in the press and 
have been the subject of congressional and inspector general investiga-
tions, many new details have been uncovered by Durham’s investigation 
and revealed in federal indictments relating to former Perkins Coie attor-
ney Michael Sussmann and former Brookings Institution policy analyst 
Igor Danchenko.

Among the key takeaways from the Durham investigation:

1. Durham’s indictment of Michael Sussmann and other court filings 
reveal how senior members of Hillary Clinton’s 2016 presiden-
tial campaign formed a “joint venture” with lawyers, opposition 
researchers, foreign nationals, and computer data analysts to 
produce false opposition research against then-candidate Donald 
Trump and aggressively disseminated that disinformation to report-
ers, the FBI, and others.3

2. Durham’s filings indicate that the central component of the joint 
venture’s disinformation campaign—the so-called “Steele Dos-
sier”—consisted almost entirely of rumors, innuendo, and outright 
falsehoods fabricated by “sources” reporting to former British spy 
Christopher Steele.4

3. According to Durham, the core allegation of the Steele Dossier—that 
an “extensive conspiracy” existed between the Trump campaign and 
the Kremlin—was invented out of whole cloth by former Brookings 
Institution policy analyst Igor Danchenko, a Russian national on 
Steele’s payroll.5

4. The FBI’s interviews of Danchenko establish that the most salacious 
allegation in the Steele Dossier—that Trump was present during the 
performance of a lewd act at the Moscow Ritz-Carlton—was fabricated 
by Danchenko and/or Charles Dolan, a public relations executive 
living in Washington, D.C., with lengthy ties to the Democratic Party.6
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5. Durham’s indictment of Danchenko shows that other significant 
parts of the Steele Dossier—such as the allegation that Trump lawyer 
Michael Cohen travelled to Prague to meet with Russian conspirators—
were invented by Olga Galkina, a Russian national living in Cyprus 
who had ambitions of joining the State Department under Hillary 
Clinton if she won the presidential election.7

6. According to Durham’s indictment of former Perkins Coie law firm 
attorney Michael Sussmann, he directed an effort by a group of com-
puter scientists including Rodney Joffe, April Lorenzen, and others 
to manufacture a false narrative that the Trump organization and the 
Kremlin had a secret channel of communications.8

The Durham investigation is ongoing.

What Has the Durham Investigation Uncovered?

The Durham investigation has seemingly uncovered a coordinated effort 
by Hillary for America; the Perkins Coie law firm (a Washington, D.C.-based 
law firm that was retained by Hillary for America to represent the campaign 
during the 2016 election); strategic intelligence firm Fusion GPS; former 
British spy Christopher Steele of Orbis Business Intelligence; and various 
computer researchers based in Virginia, Rhode Island, and at Georgia Tech 
to generate false, misleading, and sometimes sensational allegations against 
then-candidate Donald Trump in an effort to win the 2016 presidential elec-
tion. According to documents filed by Durham’s team and other published 
reports, which serve as the basis for the factual assertions in this Legal 
Memorandum, the effort was funded, approved, and briefed to the highest 
level of the Clinton campaign.

Hillary for America’s disinformation efforts consisted of two main com-
ponents: (1) creating and disseminating the so-called Steele Dossier that 
falsely alleged, inter alia, the existence of an “extensive conspiracy” between 
the Trump campaign and the Kremlin;9 and (2) concocting false allegations 
regarding a secret computer communications link between the Trump orga-
nization and Alfa-Bank, Russia’s largest private commercial bank.

Regarding both of those components, concerted efforts were made by 
the Clinton campaign, Perkins Coie attorneys, Fusion GPS, Christopher 
Steele, and others to present false allegations to the FBI and to disseminate 
them to media outlets for the purpose of denigrating Trump and his cam-
paign. As described by Durham with regard to the Alfa-Bank allegations, the 
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Clinton campaign and its agents are alleged to have formed a “joint venture,” 
the goal of which “was to gather and disseminate derogatory non-public 
information regarding the internet activities of [Donald Trump] and his 
associates.”10

Hillary for America’s “Joint Venture”

Unravelling all of the major and minor players in Hillary for America’s 
disinformation campaign is daunting. That is particularly the case when, as 
here, Hillary Clinton’s political operation retained a law firm in an attempt 
to provide legal cover for the campaign’s opposition research efforts. This 
Legal Memorandum is an effort to unravel the “joint venture” and place 
each of the parties to Clinton’s disinformation campaign into the proper 
context. The central players in the joint venture were Hillary for America, 
Perkins Coie LLP, and Fusion GPS.

Hillary for America. Durham’s investigation has revealed that senior 
members of Hillary for America—campaign manager Robbie Mook, com-
munications director Jennifer Palmieri, and foreign policy advisor Jake 
Sullivan (who currently serves as President Joe Biden’s National Security 
Advisor)—were briefed on aspects of the disinformation scheme aimed at 
discrediting then-candidate Trump.11 Hillary for America, as well as the 
Democratic National Committee (DNC), spent more than $1 million to fund 
the disinformation campaign, then used the “fruits” of that campaign to 
calumniate candidate Trump.

Durham may be investigating whether and to what extent then-candidate 
Hillary Clinton had knowledge of the disinformation campaign. There is 
some indication that Clinton knew of and approved the campaign. In late 
July 2016, U.S. intelligence agencies discovered that Russian intelligence 
had assessed that Clinton had approved a disinformation operation against 
Trump. When providing information to Members of Congress after the fact, 
officials were careful to say that the intelligence community “does not know 
the accuracy of this allegation or the extent to which the Russian intelli-
gence analysis may reflect exaggeration or fabrication.”12 Still, former CIA 
Director John Brennan briefed President Barack Obama on this intelligence. 
Indeed, Brennan wrote in his briefing notes that on July 26, 2016, Clinton 
allegedly approved “of a proposal from one of her foreign policy advisors 
to vilify Donald Trump by stirring up a scandal claiming interference by 
Russian security services.”13

Whatever Durham uncovers, the Clinton campaign—including Hillary 
Clinton and her foreign policy advisor, Jake Sullivan—touted the fabricated 
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Alfa-Bank allegation in the days leading up to the 2016 election. On October 
31, 2016, one week before Election Day, Sullivan hyped the false Alfa-Bank 
disinformation in a press release. He released a campaign statement regard-
ing an article that had appeared in Slate magazine.14 Sullivan, as if learning 
about Alfa-Bank for the first time, feverishly stated:

This could be the most direct link yet between Donald Trump and Moscow. 

Computer scientists have apparently uncovered a covert server linking the 

Trump Organization to a Russian-based bank. This secret hotline may be the 

key to unlocking the mystery of Trump’s ties to Russia. It certainly seems the 

Trump Organization felt it had something to hide, given that it apparently took 

steps to conceal the link when it was discovered by journalists.15

To amplify Sullivan’s statement, Hillary Clinton herself tweeted the 
press release to her 10 million followers, stating, “Computer scientists have 
apparently uncovered a covert server linking the Trump Organization to a 
Russian-based bank.”16

Durham’s investigation has revealed that Sullivan and other senior mem-
bers of Hillary for America were aware of the Alfa-Bank disinformation 
well before the Slate article was published on October 31. A-month-and-
a-half earlier, Perkins Coie’s Marc Elias exchanged e-mails with Robbie 
Mook, Jennifer Palmieri, and Jake Sullivan “concerning the [Alfa-Bank] 
allegations that Sussmann had recently shared with [the New York Times’ 
Eric Lichtblau].”17 The opposition research efforts that resulted in the Slate 
article,18 as well as other articles published on October 31 in the New York 
Times by Eric Lichtblau19 and Mother Jones by David Corn,20 were bought 
and paid for by Hillary for America through campaign agents Perkins Coie, 
Fusion GPS, and others.

Elias received budget approval from Mook to hire consultants, including 
Fusion GPS.21 In total, Perkins Coie paid more than $1 million to Fusion GPS 
in 2016 for services rendered to Hillary for America.22

Marc Elias and Michael Sussmann (Perkins Coie LLP). Marc 
Elias was a partner at the Perkins Coie law firm and the lead attorney for 
Hillary for America at the firm. Elias also served as general counsel to 
both Hillary for America and the DNC during the 2016 election cycle.23 
Michael Sussmann was also a partner at the Perkins Coie law firm during 
the relevant time period, specializing in privacy and cybersecurity law. 
Along with Elias, Sussmann allegedly played a key role in the creation 
and dissemination of false allegations relating to the Trump organization 
and Alfa-Bank.
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Sussmann was indicted by Durham on September 16, 2021, on one count 
of making a false statement to FBI General Counsel James A. Baker. The 
indictment states that Sussmann met with Baker at FBI headquarters on 
September 19, 2016 (less than two months before the presidential election), 
and presented him with data files and three “white papers” purporting to 
show a “secret channel of communications” between Internet servers 
belonging to the Trump organization and Alfa-Bank.24 (It turns out that 
the Internet server in question did not belong to the Trump organization, 
but rather “had been administered by a mass marketing email company that 
sent advertisements for Trump hotels and hundreds of other clients.”)25

During his meeting with Baker, Sussmann allegedly told Baker that 
he (Sussmann) was not acting on behalf of any client, which led Baker to 
believe that Sussmann “was acting as a good citizen…not as a paid advocate 
or political operative.”26 The indictment further alleges Sussmann was, in 
fact, acting on behalf of two clients—Hillary for America and Rodney Joffe, 
an executive at Neustar, Inc., a Virginia-based Internet company.27

Perkins Coie managing partner John Devaney published a letter in the 
Wall Street Journal intimating that Sussmann’s meeting with Baker was on 
behalf of Joffe—a client “with no connections to either the Clinton cam-
paign, the DNC, or any other Political Law Group client.”28 However, before 
his meeting with Baker, Sussmann texted Baker the following message on 
his personal cell phone:

Jim—it’s Michael Sussmann. I have something time-sensitive (and sensitive) I 

need to discuss. Do you have availibilty [sic] for a short meeting tomorrow? 

I’m coming on my own—not on behalf of a client or company—want to help the 

Bureau. Thanks.29

Tellingly, Sussmann’s billing records at Perkins Coie indicate that 
he billed his September 19, 2016, FBI meeting with Baker to Hillary for 
America, describing the meeting as “work and communications regarding 
confidential project.”30 Indeed, Durham has uncovered that “all or nearly 
all of Sussmann’s recorded time and work relating to the [Alfa-Bank] alle-
gations…were billed to the Clinton Campaign.”31

Michael Sussmann resigned from Perkins Coie on the day he was indict-
ed.32 His trial before the U.S. District Court for the District of Columbia 
commenced on May 16, 2022, and he was found not guilty on May 31.

Marc Elias resigned from Perkins Coie on August 22, 2021, less than a 
month before the extent of Elias’ alleged role in the Clinton disinformation 
campaign was revealed in the Sussmann indictment.33
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Glenn Simpson and Peter Fritsch (Fusion GPS). Fusion GPS is a 
Washington, D.C.–based consulting firm that, according to its website, “pro-
vides premium research, strategic intelligence, and due diligence services to 
corporations, law firms, and investors worldwide.”34 The firm was founded 
by two former journalists, Glenn Simpson and Peter Fritsch.35

Marc Elias of Perkins Coie hired Fusion GPS in April 2016 to “perform 
a variety of research services” relating to then-candidate Donald Trump.36 
Simpson, Fritsch, and others at Fusion GPS conducted preliminary research 
on then-candidate Trump, then collectively decided that they needed “to 
do what they could to keep Trump out of the White House.”37 Perkins Coie, 
using funds paid to it by Hillary for America and the DNC, paid Fusion GPS 
more than $1 million in 2016.38

Fusion GPS’s role was to provide opposition research on then-candidate 
Trump relating to his alleged relationship with Russia. Opposition research 
is “the collection of information on the background, activities, etc., of one’s 
opponent or opponents in an effort to uncover damaging details that will 
undermine them.”39

As described by Durham:

[I]t appears that [Fusion GPS]’s primary, if not sole, function was to generate 

opposition research materials that [Fusion GPS] then shared widely with mem-

bers of the media, the U.S. State Department, the Department of Justice, the 

Federal Bureau of Investigation (“FBI”), members of Congress, and others.40

Fusion GPS utilized the $1 million paid to it to hire several “sub-ven-
dors” to research alleged ties between Trump and Russia.41 Fusion GPS’s 
sub-vendors included Nellie Ohr (the wife of Bruce Ohr, a career Justice 
Department official who served as a conduit to provide certain Steele Dos-
sier reports to the FBI); Edward Baumgartner (a Russia researcher based 
in London); and Graham Stack (a freelance journalist).42 The most notable 
opposition research generated by Fusion GPS was through its sub-vendor 
Christopher Steele—the so-called Steele Dossier.43

As noted by Durham, Fusion GPS’s role was not to assist Perkins Coie 
or Hillary for America with legal matters, but rather to generate and dis-
seminate opposition research on Trump to the media and others. Simpson 
and Fritsch did so both with regard to the Steele Dossier and the Alfa-
Bank allegations, both of which have proven to be unsubstantiated, if not 
entirely fabricated.

As Fusion GPS began to receive Christopher Steele’s “salacious and 
unverified” (in the words of former FBI Director James Comey) reports, 



 July 5, 2022 | 8LEGAL MEMORANDUM | No. 306
heritage.org

it endeavored to widely disseminate the reports to journalists in the hope 
that the content of the reports would be published.44

Indeed, Fusion GPS’s office in Washington, D.C., became “something of 
a public reading room” for journalists who were looking for information 
about Trump.45 According to published reports, Glenn Simpson and Peter 
Fritsch aggressively shopped the false opposition research:

Looking to meet with reporters and possibly advance stories about Trump and 

Russia, Simpson and Fritsch made an appearance at the Democratic conven-

tion in Philadelphia in July 2016. While there, they met the New York Times ex-

ecutive editor Dean Baquet and another of the paper’s editors at a Rittenhouse 

Square–hotel restaurant to lay out Trump’s “ongoing flirtation with Putin’s 

Russia.” Two months later, Simpson and Fritsch arranged for Steele to come to 

Washington and meet privately with The Washington Post and marquee inves-

tigative reporters at the Times, The New Yorker, ABC News, and other outlets.46

Fusion GPS pressured reporters at several media outlets to publish the 
false Alfa-Bank disinformation. In mid-October, Fritsch e-mailed Mark 
Hosenball, a reporter at Reuters, to “do the [expletive] alfa bank secret 
comms story…it is hugely important.”47 Fritsch also pushed the Alfa-Bank 
story on Matthew Mosk at ABC News, telling him “dude this is huge” 
in an e-mail.48

Fritsch found a more eager reporter in Franklin Foer of Slate. In October, 
Fritsch and two other Fusion GPS employees visited Foer at his home to 
brief him on the Alfa-Bank allegations. Foer expressed great interest in the 
story, e-mailing Fritsch: “My editors are very excited about this piece…. This 
is a big story. One of this biggest of the campaign.”49

On October 31, 2016, one week prior to Election Day, Foer published 
an expansive 3,800-word article in Slate entitled, “Was a Trump Server 
Communicating With Russia?”50 Foer’s contemporaneous tweet promoting 
his article was less circumspect: “I just reported: Donald Trump has a secret 
server…[and] it connects to Moscow.”51

The “Steele Dossier” Disinformation Campaign

The primary component of Hillary for America’s disinformation cam-
paign was its effort to smear then-candidate Trump with false reports that 
he was conspiring with the Kremlin to help him win the 2016 election—the 
so-called Steele Dossier assembled by a former British spy and funded by 
the Hillary Clinton campaign.
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Christopher Steele (Orbis Business Intelligence). As part of Hillary 
for America’s disinformation campaign, Fusion GPS hired Steele and Orbis 
Business Intelligence (Steele’s London-based firm) in June 2016 “to inves-
tigate Trump’s purported ties to Russia.”52 In the months leading up to the 
election, Steele disseminated a steady stream of “raw intelligence” to the 
FBI, various media outlets, elected officials, and others. In total, Hillary for 
America (through Fusion GPS) paid Steele $168,000 for his efforts.53

Durham’s investigation has revealed that Steele’s key sources for the dos-
sier were not senior Russian officials or savvy Kremlin insiders, but rather 
Igor Danchenko (a Washington, D.C.–based policy analyst); Charles Dolan, 
Jr. (a Washington, D.C.–based public relations executive with a long history 
of working in Democrat Party politics); and Olga Galkina (a Cyprus-based 
Russian national who was a press secretary to a Russian tech company but 
had dreams of serving in a future Clinton State Department).54

These dubious sources did not, in fact, provide any actual evidence 
of a conspiracy between Trump and Russia. Indeed, after conducting a 
22-month investigation, Special Counsel Robert Mueller stated that “the 
investigation did not establish that members of the Trump Campaign 
conspired or coordinated with the Russian government in its election 
interference activities.”55

Igor Danchenko. Igor Danchenko is a Russian national who was once 
employed as a policy analyst for the Brookings Institution, a Washington, 
D.C.–based think tank. In 2016, Danchenko was a salaried employee of Orbis 
Business Intelligence, and was the primary source of information that 

“formed the core of the allegations” found in the Steele Dossier.56 Danchenko 
was interviewed on multiple occasions by the FBI in 2017 and allegedly 
told multiple lies during those interviews. He was indicted by Durham on 
November 3, 2021, on five counts of making false statements to the FBI. 
Danchenko pleaded not guilty to the charges, and his trial is currently set 
to commence on October 11, 2022.57

According to Durham’s indictment, Danchenko fabricated the Steele 
Dossier’s central allegation—that the Trump campaign was conspiring with 
Russia. The Steele Dossier sets forth the alleged conspiracy as described by 
Danchenko in report 2016/095:

Source E, an ethnic Russian close associate of Republican US presidential candi-

date Donald TRUMP, admitted there was a well-developed conspiracy of co-op-

eration between them and the Russian leadership. This was managed on the 

TRUMP side by the Republican candidate’s campaign manager, Paul MANAFORT, 

who was using foreign policy advisor, Carter PAGE, and others as intermediaries.58
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Danchenko claims that he heard the “well-developed conspiracy” 
allegation from Sergei Millian (referred to above as “Source E”), a Belar-
usian–American who formerly served as the president of the “Russian 
American Chamber of Commerce in the USA.”59

Millian was essentially Igor Danchenko’s “deep throat” source—although 
in this instance, the source was entirely fabricated, according to Durham’s 
indictment of Danchenko. Danchenko claims that in July 2016, he received a 
phone call from an anonymous caller he believed to be Millian, even though 
he had never met him and never heard his voice.60 Danchenko claimed that 
he and the mysterious caller spoke for 10–15 minutes, during which time 
they discussed Paul Manafort, Carter Page, communications between the 
Trump campaign and Russian officials, and information to the effect that 

“the Kremlin might be of help to get Trump elected.”61 Danchenko further 
claimed that he and the anonymous caller agreed to meet in New York City 
in the future.

The Durham investigation concluded that Danchenko’s claims regarding 
a mysterious phone call from an anonymous source were fictional:

DANCHENKO’s…statements claiming that he spoke with an individual that he 

believed to be [Millian] and arranged to meet him in New York, were knowingly 

and intentionally false. In truth and fact, and as reflected in contemporaneous 

communications, DANCHENKO did not receive such a call from [Millian], and 

did not agree to meet [Millian] in New York.62

Unfortunately for Trump campaign advisor Carter Page, the FBI utilized 
Danchenko’s allegations in Steele Dossier Report 2016/095 as the basis for 
obtaining four separate Foreign Intelligence Surveillance Act (FISA) war-
rants to conduct covert surveillance on Page.63

Danchenko’s other alleged lies to the FBI concerned his communications 
with various other “sub-sources” from which Danchenko gathered infor-
mation that he passed on to Steele. For instance, Danchenko allegedly told 
the FBI that none of his conversations with Charles Dolan (infra.) had ever 
been reported in the Steele Dossier, when, in fact, Danchenko had gathered 
information that was featured in the Steele Dossier from Dolan regarding 
former Trump campaign manager Paul Manafort.64

Charles Dolan, Jr. According to Durham’s indictment of Igor 
Danchenko, Dolan was connected to the most sordid allegation in 
the Steele Dossier—that in 2013, Trump had engaged in “salacious 
sexual activity” while a guest in the presidential suite at the Moscow 
Ritz-Carlton hotel.65
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At the time, Dolan was employed by KGlobal, a Washington, D.C.–based 
public relations firm.66 Prior to that, Dolan held several senior roles in 
Democratic political circles, including as the state chairman for President 
Bill Clinton’s 1992 and 1996 presidential campaigns, adviser to Hillary 
Clinton’s 2008 campaign, and a volunteer for her 2016 campaign.67 As 
a public relations executive, Dolan interacted with senior officials in 
the Russian government, including the press secretary of the Russian 
Presidential Administration, as well as the Russian ambassador to the 
United States.68

In June 2016, Dolan traveled to Moscow and stayed at the Ritz-Carlton. 
During his stay, Dolan received a tour of the presidential suite and met 
with the hotel’s general manager and other staff.69 Dolan was told during 
the hotel tour that Trump had once stayed as a guest in the presidential 
suite.70 Importantly, the staff member who provided the tour to Dolan did 
not mention any lewd or salacious activity by Trump during his stay in the 
presidential suite.71

Danchenko had lunch with Dolan at some point during the June 2016 
trip to Moscow.72 During interviews with the FBI, Danchenko “claimed to 
have collected information concerning Trump’s purported activities at the 
[Ritz-Carlton] from various sources,” such as the hotel’s general manager 
and other staff.73

It is unclear from Danchenko’s indictment whether he actually heard 
about salacious information regarding Trump from Dolan, from Ritz-Carl-
ton staff, or whether Danchenko simply embellished the information to 
appear valuable to Steele. When interviewed by the FBI in 2017, Danchenko 
said that when he related the Ritz-Carlton allegations to Steele, he 
(Danchenko) “characterized Trump’s alleged activity…as ‘rumor and spec-
ulation.’”74 Danchenko further characterized the salacious information as 
statements made in “jest.”75 Regardless, Steele reported the allegations in 
his dossier.76

Dolan also appears to be Danchenko’s sole source in a report relating 
to Trump’s former campaign manager, Paul Manafort. The Steele Dos-
sier paints a picture of a highly placed source in the Trump campaign 
relating inside information regarding Manafort’s resignation as cam-
paign manager and former campaign manager Corey Lewandowski’s 
dislike for Manafort.77 Dolan informed Danchenko that he received 
the inside information about Manafort and Lewandowski over drinks 

“with a GOP friend of mine.”78 In fact, Dolan had never met with a “GOP 
friend” but rather “obtained the information about [Manafort] from 
public news sources.”79
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Olga Galkina. Galkina was (perhaps unknowingly)80 a source who pro-
vided a great deal of information to Danchenko that was ultimately reported 
in the Steele Dossier. Danchenko, who has been friends with Galkina since 
they were both teenagers in Russia, described Galkina as a key source for 
what he called the “Trump dossier.”81 According to Danchenko, Galkina 

“knows someone in the Kremlin with direct/indirect access to Sergey 
Ivanov” (then chief of staff to the Russian Presidential Administration).

But there is no evidence that Galkina—referred to in the Danchenko 
indictment as “Russian Sub-Source-1”—was a Kremlin insider. She did not 
even live in Russia in 2016. As reported in the Wall Street Journal, in 2016, 
Galkina was a press secretary to Aleksej Gubarev, a Russian Internet entre-
preneur living in Cyprus.82 In early 2016, Galkina travelled to Washington, 
D.C., in an effort to develop a marketing campaign for Servers.com, one of 
Gubarev’s business interests. In D.C., Galkina asked for assistance from 
Danchenko, who in turn introduced Galkina to Dolan (by way of Danchen-
ko’s former boss at Brookings, Fiona Hill).83 Dolan was ultimately paid 
$75,000 by Aleksej Gubarev for his “message development” and outreach 
efforts in the U.S.84

During the summer of 2016, Danchenko, Dolan, and Galkina “traded 
gossip” and spoke frequently, according to interviews and e-mails reviewed 
by the Wall Street Journal.85 Dolan and Galkina communicated regularly, 
expressing their mutual support for Hillary Clinton. In July, Dolan gifted 
Clinton’s autobiography to Galkina, inscribing it with “To my good friend 
[Olga], A Great Democrat.”86 Galkina apparently harbored ambitions to 
move to the U.S. if Clinton won the election. In a September 2016 e-mail to 
a Russian associate, Galkina stated that Dolan would “take me to the State 
Department if Hillary wins.”87

According to Danchenko’s interviews with the FBI, Galkina was a fount 
of information on the Trump campaign’s ties to the Kremlin. Among other 
items that were ultimately reported in the Steele Dossier, Galkina was 
Danchenko’s source for the allegations that Michael Cohen met with Rus-
sian officials in Prague in August or September 2016 and that Carter Page 
met with Igor Diveykin, a senior Kremlin official—an allegation later cited 
by the FBI in its FISA application to surveil Page.88

As was the case with other significant Steele Dossier allegations, no evi-
dence has arisen to indicate that either the Cohen–Prague or Page–Diveykin 
meetings ever took place. Special Counsel Robert Mueller’s report mentions 
the Prague allegation only in the context that Cohen denied that a such a 
meeting ever took place.89 The name of Igor Diveykin does not even appear 
in Mueller’s report.
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The Alfa-Bank Disinformation Campaign

The second major component of Hillary for America’s disinformation 
campaign was its effort to smear then-candidate Trump with a false allega-
tion that the Trump organization had a secret channel of communication 
with Alfa-Bank, the largest private bank in Russia.

According to the Durham investigation, with the active participation of 
Michael Sussmann of Perkins Coie, a group of computer researchers cooked 
up phony Internet server data in an attempt to create an “inference” of 
secret communications and create a “narrative” regarding Trump.90

April “Tea Leaves” Lorenzen. The Durham investigation has deter-
mined that Lorenzen, a computer data scientist, was the original source 
behind the Alfa-Bank disinformation. Durham refers to Lorenzen as “Orig-
inator-1” in the Sussmann indictment.91

Franklin Foer “communicated extensively with Tea Leaves” while writing 
the article that was published on October 31. Foer’s article in Slate describes 
how Lorenzen began collecting Internet data on the Trump organization 
in late July 2016. Lorenzen “began carefully keeping logs of the Trump 
server’s DNS [domain name system] activity” and circulated the data “in 
periodic batches to colleagues in the cybersecurity world.”92 Lorenzen’s 
data—referred to by Durham as the “Russian Bank Data”—purported to 
show the existence of a “secret channel of communications” between the 
Trump Organization and Alfa-Bank.93 One of the colleagues Lorenzen pro-
vided the Internet data to was Rodney Joffe.94

Rodney Joffe (Neustar, Inc.). Rodney Joffe, then an executive at Neus-
tar, Inc., a Virginia-based Internet technology company, is a central figure 
in the Alfa-Bank disinformation campaign.95 Joffe appears to have had an 
interest in Hillary Clinton’s election. Days after the 2016 election, Joffe 
stated in an e-mail that he “was tentatively offered the top [cybersecurity] 
job by the Democrats when it looked like they’d win. I definitely would not 
take the job under Trump.”96

After receiving the Russian Bank Data from Lorenzen in the summer 
of 2016, Joffe shared the data with Sussmann, with whom he had a prior 
attorney-client relationship.97 Thereafter, Joffe, with the knowledge and 
support of Sussmann and Elias, enlisted allies—Lorenzen, two Internet 
companies in which Joffe had an interest, and two researchers at Georgia 
Tech University—to conduct research concerning Trump.98

As alleged by Durham, Joffe “used his access at multiple organizations 
to gather and mine public and non-public Internet data regarding Trump 
and his associates, with the goal of creating a ‘narrative’ regarding the 
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candidate’s ties to Russia.”99 Within this context, Joffe stated that he was 
“working with someone who had close ties to the Democratic Party and to 
Hillary Clinton.”100 For his part, Sussmann billed his time on the Alfa-Bank 
disinformation project—what he termed a “confidential project” in his bill-
ing records—to Hillary for America.101

As part of the project, Joffe tasked employees at two Internet com-
panies—referred to by Durham as “Internet Company-2” and “Internet 
Company-3”—to “search and analyze their holdings of public and non-pub-
lic internet data for derogatory information on Trump.”102 As part of that 
tasking, Joffe e-mailed Internet Company-3 a “Trump Associates List” 
containing the names, home addresses, personal e-mail addresses, and 
other information regarding six people connected to Trump.103 According 
to Durham, personnel at Internet Company-3 were uncomfortable utilizing 
the company’s data in such an inappropriate manner, but they “complied 
with the tasking…because [Joffe] was a powerful figure.”104 Employees at 
Internet Company-3 subsequently provided Joffe with a report containing 
technical observations that Joffe later provided to Sussmann.105

Joffe retired from Neustar at or around the time that the Sussmann 
indictment was made public.106 He has refused to cooperate or provide 
testimony to Durham, going so far as to plead his Fifth Amendment 
rights against self-incrimination when called to testify before Durham’s 
grand jury.107

Manos Antonakakis and David Dagon (Georgia Tech). In addition 
to exploiting the public and non-public data held by Internet Company-2 
and Internet Company-3, Joffe tasked Lorenzen and two Georgia Tech 
computer researchers—Manos Antonakakis and David Dagon—to search 
through Neustar’s Internet data for “any information about Trump’s poten-
tial ties to Russia.”108 Joffe’s goal, according to Durham, was “to support an 

‘inference’ and ‘narrative’ regarding Trump that would please certain ‘VIPs.’”
From the beginning, Antonakakis was dubious about the alleged connec-

tion between the Trump organization and Russia. In August 2016, Manos 
queried the Neustar Internet data for the Trump organization domain name 
(mail1.trump-email.com) and determined that none of the domains that 
had communicated with it had links to Russia. Manos told Joffe that his 
findings do not “make much sense with the storyline you have.”109

By the end of August 2016, Antonakakis raised concerns that the Internet 
traffic data being mined by the researchers did not implicate Trump in any 
wrongdoing, would not stand up to public scrutiny, and was clouded by their 
own bias. Antonakakis e-mailed Lorenzen and Dagon:
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How do we plan to defend against the criticism that this is not spoofed [] traf-

fic we are observing? There is no answer to that….

[Joffe], you do realize that we will have to expose every trick we have in our 

bag to even make a very weak association?…

Sorry folks, but unless we get combine [sic] netflow and DNS traffic collected 

at critical points between suspect organizations, we cannot technically make 

any claims that would fly public scrutiny.

The only thing that drive[s] us at this point is that we just do not like [Trump]. This 
will not fly in eyes of public scrutiny. Folks, I am afraid we have tunnel vision.110

Joffe himself expressed doubt about the Russian Bank Data that started the 
whole project. In an August 2016 e-mail to Lorenzen, Dagon, and Antonakakis, 
Joffe stated that the data “was not a secret communications channel” between 
the Trump organization and Alfa-Bank, but rather was “a red herring.”111

After these doubts were expressed about any connection between the 
Trump organization and Russia, Lorenzen suggested that such a connection 
could be “faked.” As related by Durham:

[Lorenzen] then explained that it would be possible to “fill out a sales form on 

two websites, faking the other company’s email address in each form,” and 

thereby cause them “to appear to communicate with each other in DNS.”112

Despite their knowledge that the Russian Bank Data was “a red herring” 
and that there were no secret communications channel, Joffe, Lorenzen, 
Dagon, Antonakakis, and Sussmann drafted a “white paper” touting the 
Alfa-Bank disinformation. It was that white paper, among other materials, 
that Sussmann gave to the FBI.113 As previously stated, Sussmann billed 
Hillary for America for his time working on the white paper.114

Conclusion

This paper summarizes Special Counsel Durham’s findings to date 
regarding just some of the actions taken by key players in Hillary for 
America’s 2016 disinformation campaign against Trump. The information 
herein is taken largely from indictments and other court filings in the cases 
filed against Michael Sussmann and Igor Danchenko. Much remains to be 
uncovered, exposed, and proven by Durham. The full story remains elusive.
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Hillary for America, Perkins Coie, Fusion GPS, and others have repeatedly, 
and with some success, claimed attorney-client privilege over documents 
and communications relating to the disinformation scheme. Other key wit-
nesses, such as Rodney Joffe, have asserted their Fifth Amendment right 
against self-incrimination to avoid providing information to Durham and 
his investigators. The full story of the Clinton campaign’s corrupt “joint 
venture” may only come to light if and when Durham releases a final report 
at the conclusion of his investigation. The full story may never be known.

While opposition research will continue to be a standard part of political 
campaigns, the actions taken by Hillary for America and its agents should 
be condemned so that such actions are never repeated by any political 
campaign in the future. It is one thing to dredge up a political candidate’s 
youthful indiscretions or shady financial dealings, but it is quite another to 
fabricate false and sensational allegations, present them to the FBI as fact, 
and serve them up to a willing media in the weeks leading up to Election Day.

Steven Groves is Margaret Thatcher Fellow in the Margaret Thatcher Center for Freedom, 
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